Wireless networks for sensor applications are required to support an adequate data throughput, range, node density and must consume as little power as possible. The Bluetooth specification has been designed for low power, medium data rate, cable replacement solutions and is therefore useful for wireless sensor networks. However it has a limitation of a maximum number of eight active devices per Bluetooth network (piconet). To be useful in wireless sensor networks a Bluetooth piconet requires a means to communicate to more than the maximum of eight active devices. This paper demonstrates techniques for expanding the usefulness of Bluetooth for wireless sensor networks. This has been done by using multiple access points, sharing the active member addresses of the Bluetooth piconet and utilising multiple piconet and scatternet tree structures. A comparison of existing piconet handoff mechanisms has been conducted and these have been evaluated for feasibility with the available hardware's limitations. Scatternet and piconet sharing mechanisms have been developed that allow a Bluetooth structure to support more than eight devices. These structures have been implemented with existing Bluetooth hardware and are compared via theoretical simulation and experimental results. The developed network of multiple Bluetooth access points combined with the developed Bluetooth structures provides several wireless networks suitable for sensor applications.
INTRODUCTION
Wireless networks allow communication between nodes which are unable to be networked via traditional wired means. This may be due to a large cost in setting up a wired infrastructure or they may be mobile nodes making wires impossible. A wireless network of sensor nodes can be deployed quickly and easily, allowing near real time feedback of collected data. A wireless network appropriate for sensing applications must be able to handle the required data throughput, support the required number of nodes and use a minimum amount of power to conserve battery life. If the sensor nodes are being deployed on mobile objects, for example for use in sports monitoring applications, the network needs to be able to handle node dropouts and be able to reconfigure itself for the constantly changing network.
Wireless sensor networks are different from traditional wireless ad-hoc networks. Ad-hoc networks are designed to be created "on the fly" with any number of unknown nodes and are typically used for data transfer between any of the nodes. Wireless sensor networks are typically deployed with a known number of nodes, with each of the nodes being known prior to network initialization. The nodes usually don't need to communicate with each other; the aim is to collate the data in a central location for analysis. Wireless sensor networks should be designed with these things in mind, to ensure optimum network performance.
The designed wireless network has been developed for an existing integrated microsensor platform [1] . Currently the acquired data is logged on board for future analysis. Wirelessly networking this platform allows near real time analysis of the collected data. A wireless sensor network built upon the Bluetooth Specification was decided to be the best solution for the microsensor platform as it supported the required data rate and low power requirements [2] . 
INTRODUCTION TO THE BLUETOOTH SPECIFICATION
Bluetooth has been designed for, and is traditionally used in, cable replacement applications. It works using a master / slave system where one node acts as a master connecting to a number of slaves to form a piconet. The master controls communications on the piconet, allowing the slaves to communicate using a Time Division Duplex (TDD) scheme. A slave can only communicate on the piconet once the master has sent it a data or a poll packet (POLL). The slaves on the piconet are unaware of each other and can only transfer data to the master. Bluetooth piconets are made up of a master and a maximum of seven slaves. Multiple piconets can be connected together using bridging nodes, which communicate and route data between each piconet. These Bluetooth structures are called scatternets. Bridging nodes can either be a slave in both piconets or a master in one piconet and a slave in another [5] . While scatternets are defined in the Bluetooth specification, implementation of scatternets isn't well defined and is left up to individual implementations. As such Scatternet creation algorithms are an ongoing area of research.
The use of Bluetooth wireless technology is being considered by the IEEE P1451.5 Wireless Sensor Working Group as the solution for wireless industrial sensor networks [3] . The RF wireless technologies working group (P1073.0.1.1) of the IEEE 1073 Point of Care Medical Device Communication Industry Group has also been considering using Bluetooth as part of the technical report on RF wireless solutions for point to point medical communications [4] . As Bluetooth technology is starting to emerge as a popular choice in wireless sensor networks techniques are needed to extended the range and increase the node limits in Bluetooth networks.
The standard Bluetooth specification uses gaussian frequency shift keying and can support an asymmetric data rate of 723.2 kbps (using DH5 packets). Bluetooth Extended Data Rate (EDR) has been announced which uses a phase shift keyed modulation scheme and can provide an asymmetric data rate of 2178.1 kbps (using 3-DH5 packets) [6] . Cambridge Silicon Radio (CSR) quote that the maximum RFCOMM throughput for their stack implementation is 380 kbps [7] . Figure 2 shows the theoretical baseband throughput per slave using DH5 packets and the RFCOMM throughput per slave based on a maximum throughput of 380 kbps. There are three radio classes of Bluetooth devices each radiating a different maximum amount of power, and therefore can transmit at different maximum ranges. Bluetooth devices can also support a receive strength signal indicator (RSSI) measurement. This provides the node a means to automatically control the power level. Bluetooth uses the 2.4 GHz unlicensed ISM band for transmission using the frequencies 2.4 GHz to 2.4835 GHz. To coexist in this band Bluetooth uses a frequency hopped spread spectrum (FHSS) signal. The bandwidth is broken up into 79 channels, which the piconet hops between at a rate of 1600 hops per second. The hopping sequence for each piconet is different and is based upon the masters unique Bluetooth Address (BD_ADDR). If the hop sequence falls on an already used hop channel, the data sent will be lost and will need to be retransmitted. This means that the more interference from other wireless networks or other Bluetooth piconets the lower the data rate. The current phase in the hopping sequence is defined by the masters onboard clock.
As the Bluetooth communications channel is constantly frequency hopping, a master that wishes to discover and connect to a slave must find where in the hopping pattern the slave currently is. To do this the master frequency hops twice as fast and sends twice as many packets making it more likely that the slave will be listening on a given frequency channel when the master is transmitting. This process of device discovery requires the slave to be in an inquiry scan state listening for the masters inquiry message. Similarly the process of a device connection requires the slave to be in a page scan state listening for the masters page message.
To discover Bluetooth devices in range the master performs an inquiry procedure. This is a lengthy process and can take up to 10.24 seconds to return a result (if the desired number of responses is not reached) [5] . Once a device knows the BD_ADDR of another device (either through the inquiry procedure or through user interaction) it can page the other device and form a connection. The device that forms the connection becomes the master of the piconet. The connection is made by using the BD_ADDR of the slave device to calculate the page hopping sequence. It then estimates the current position in the hopping sequence and attempts to make a connection. The phase estimate of the hopping sequence can be completely wrong and can cause a delay in the connection of the two devices. However if the approximate phase is known, either from a recent inquiry or connection, then the connection process will be much faster.
Once connection has been established Slaves can be placed in one of four states; active, sniff, hold or park. These can be used to conserve battery life of the node if communications can be reduced or suspended. In active mode the device communicates actively in the piconet. Sniff mode reduces the amount of time the device is communicating in the piconet. Hold mode suspends communication on the piconet. Slaves in the previous three states are still considered one of the seven active slaves on the piconet. When a device is put in to park mode communications is suspended on the piconet and the device is no longer considered one of the seven active devices. In this manner more than eight devices can be part of a Bluetooth piconet [5].
EXTENDING THE RANGE LIMITS IN BLUETOOTH WIRELESS SENSOR NETWORKS
The proposed Bluetooth wireless sensor network is built around a number of fixed root nodes which are networked using traditional wired means (eg Ethernet). The root nodes collect the data from the Bluetooth network and collate the data at a centralised location for display and analysis. Each of the root nodes controls each Bluetooth network structure and handles the network initialisation, reconfiguration and data retrieval from the wireless nodes. Each of the Bluetooth networks has been limited to a single hop network. This ensures that root nodes are in range of all nodes connected to the Bluetooth structures, which makes network configuration an easier task and simplifies handoff between each of the fixed root nodes. By using directional antennas and strict power control of the root nodes, wireless cells can be created in the wireless sensor network. These wireless cells assist in hand off between the fixed root nodes and also reduce radio interference from the adjacent Bluetooth piconets. Figure 3 shows a wireless sensor network made with multiple fixed root nodes each with a wireless cell. Due to Bluetooth's lengthy inquiry process it is not practical to search for a device every time it needs to be connected. Constant network drop outs as the nodes move from one area to the next require a hand off procedure between the fixed root nodes. Passing the BD_ADDR and phase information of the slaves between the fixed root nodes allows quicker connection of nodes without the lengthy inquiry procedure.
(a) ---2<
A soft handoff procedure is where the node doesn't loose a connection to the network at any time. For voice and media streaming applications this is a must and for data applications it is preferred. Soft handoff can be achieved by using the RSSI value of the Bluetooth link. Once the RSSI falls below a preset threshold the mobile node will start page scanning awaiting a connection from another root node. The currently connected root node instructs the surrounding root nodes to attempt to connect to the node by sending the mobile nodes BD_ADDR and phase information. Once another connection has been made to the mobile node, it can determine which signal is strongest (using RSSI) and disconnect the further away root node. Once the mobile node is reconnected to the network, the newly connected root node instructs the other root nodes to stop attempting a connection.
This soft handoff method would be possible to implement with a standard Bluetooth piconet structure, however with scatternet structures some nodes are already acting as M/S or S/S bridges. These complex piconet structures put too much strain on the limited resources of the mobile nodes. An alternative is a hard hand off procedure where the root nodes only attempts to connect to the mobile node once it has disconnected from the network. As long as the node becomes reconnected in a relatively short period of time no data will be lost.
EXTENDING THE NODE LIMITS IN BLUETOOTH WIRELESS SENSOR NETWORKS
It is already possible to create a Bluetooth based wireless sensor network with more than eight nodes as described above with multiple networked root nodes. To further increase the number and spatial density of sensor nodes that the wireless sensor network supports, the complexity of the root nodes Bluetooth structures can be increased. Four Bluetooth structures have been proposed to increase the number of supported sensor nodes in each root nodes wireless cell.
Piconet Sharing Structure (Single Bluetooth Radio)
Using the Bluetooth park mode up to 255 nodes can be parked on a single piconet. Only seven of these nodes can be active at one time, with the rest in a low power sleep mode. The Piconet Sharing structure shares the seven active member addresses (AM_ADDR) of the piconet between all of the connected slaves. Figure 4 is an example of piconet sharing.
Figure 4: Piconet Sharing using seven nodes per group and two groups. In (a) the first group of nodes is communicating actively on the piconet, while the second group is in the parked state.
The AM_ADDRs have been swapped in (b) and the second group is active on the piconet.
The nodes are swapped from being active to parked in groups. The major disadvantage of piconet sharing is the long latency time. As the slaves can't communicate while they are parked they need to wait their turn for their group to become active. If the groups are configured to remain active for a large amount of time, parked nodes must be able to buffer the data collected from the sensor platform. 
Scatternet Tree Structure (Single Bluetooth Radio)
A Bluetooth scatternet is created by the root node connecting to a number of mobile nodes, and then instructing these nodes to connect to the remaining unconnected nodes. In doing this the root node creates a scatternet using master / slave bridging nodes. The root node controls the creation of the scatternet and can manipulate the scatternet using command messages that are passed down the scatternet tree. Figure 5 is an example of a single radio scatternet.
Figure 5: Single radio scatternet with two levels and four slaves per piconet.
Using a single Bluetooth radio per mobile node is computationally intensive (as the nodes have limited resources) and limits the possible throughput. If a connection is lost between a bridging node and the root node, the slaves of the bridging node also loose their network path to the root node. For this reason scatternet structures are not suitable for an environment where frequent drop outs occur, due to the large amount of network reconfiguration required.
Piconet Tree Structure (Multiple Bluetooth Radios)
Using multiple Bluetooth radios for bridging nodes allows a tree structure to be created, without the need for a Bluetooth radio be a member of multiple piconets. The Piconet Tree Structure is made up of three types of nodes; the root node, bridging nodes and sensor nodes. The root node is a single board computer with Bluetooth radio acting as a master to connect to the bridging nodes. The bridging nodes consist of two Bluetooth radios and route data between the sensor nodes and the root node. The bridging nodes cannot collect data from a microsensor platform. Sensor nodes consist of a microsensor platform and a Bluetooth radio to send the collected data to the routing nodes. Figure 6 is an example of a Piconet Tree Structure. 
/
This Piconet Tree Structure can support a higher throughput than the Scatternet Tree Structure as it is less resource intensive for each Bluetooth device. It is created and maintained via the same method as the Scatternet Tree Structure, with the root node sending commands to each of the bridging nodes. This Bluetooth structure is useful when wireless sensor nodes remain grouped together, as is the case when multiple sensors are attached to a single object.
Multiple Piconet Root Node (Multiple Bluetooth Radio)
The multiple radio root node moves the upper layers of the Bluetooth stack on to the embedded Bluetooth hardware and controls the hardware via serial commands. This allows more than one Bluetooth radio to be connected to each of the root nodes, meaning that more than one standard Bluetooth piconet can be created in each of the wireless "cells". Figure 7 shows the multiple radio root node. 
BLUETOOTH SPECIFICATION SIMULATION
A Bluetooth simulation was developed in MatLab to calculate theoretical throughputs from the standard piconet, piconet sharing and scatternet structure. The simulations validity was demonstrated by providing a packet trace of all packets sent in the simulation. This ensured that the simulation was operating as expected and as stated in the Bluetooth specification [5] . As the simulation is specifically for use in Bluetooth wireless sensor networks the master in the simulation doesn't generate any data, and only transmits POLL packets to the slaves. Figure 8 is an example of a standard Bluetooth piconets packet trace. The above example is for a standard piconet in a noise free environment. Many of the Bluetooth structures contain multiple piconets that will cause interference to each other. By assuming that the piconets hopping sequence randomly hops between the 79 hop channels the probability that a packet will be lost by interference from a coexisting piconet can be described by Equation 1. This equation assumes that the coexisting piconets in the simulation are sending single slot packets, which will cause the greatest amount of interference. Figure 10 shows an example Bluetooth packet trace for a piconet with three slaves each sending DH5 packets. The grey colour slots indicate that a collision has occurred with a coexisting piconet and the packet is lost. If a POLL packet from the master is lost then the corresponding slaves chance to communicate on the piconet is lost. The example piconet below has ten coexisting piconets. Grey slots indicate a collision has occurred with a coexisting piconet.
The Bluetooth specification defines three sizes of packets [5] . If one slot of the packet is corrupted the whole packet must be resent, meaning that the larger packets are more likely to require retransmission. Figure 11 shows the decrease in throughput for a point to point Bluetooth link as the number of coexisting piconets increases. It can be seen that for ten or more coexisting piconets a greater throughput can be achieved by using a smaller packet type with a decreased payload size. This is due to the smaller packet having a higher probability of being received. The scatternet and the piconet sharing structures both have similar simulated throughputs and basically increase the TDMA nature of the Bluetooth piconet. The simulated throughput for the scatternet did not take in to account the coexisting piconets that this structure requires. While these structures have similar throughputs in theory, when implemented in hardware their results will be quite different due to stack implementations and varying levels of accessibility to lower layer functionality.
BLUETOOTH WIRELESS SENSOR NETWORK HARDWARE TESTING
The Bluetooth network structures were implemented with existing Bluetooth hardware to test real world performance. The Bluetooth hardware used was built around the BlueCore 2 chipset by Cambridge Silicon Radio [7] . The root nodes consist of Windows CE single board computers and BlueCore 2 chipsets as the Bluetooth lower layers. Figure 14 shows the measured throughput per node for all of the described Bluetooth structures. The results were taken in a noise free environment approximately ten meters apart. The measured standard piconet throughput was lower than expected, with the mobile nodes not being able to transmit data at the stated 380 Mbps. The maximum throughput measured per node was 190 Mbps. The major throughput limitation for both the scatternet structures and the multiple piconet root node was the limited resources on the Bluetooth hardware. This limited the maximum throughput through the node. Even if this limitation had not occurred the single physical scatternet throughput would have been less than expected, due to only having limited control over the lower layers of the Bluetooth stack. The piconet sharing results were extrapolated from measured data, as it was discovered that the BlueCore 2 chipset had a limitation of a maximum number of ten parked slaves at any time. While the measured throughput was less than the expected theoretical values, the Bluetooth structures still provide the necessary throughput of 4.5Kbps per sensor node for up to twenty nodes. For sensor networks requiring a larger node density, a combination of the developed network structures can be utilised.
